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Health Insurance Portability and Accountability Act

The Health Insurance Portability and 
Accountability Act  or HIPAA  is a Accountability Act, or HIPAA, is a 
federal law that regulates the privacy 
and security of health information. 

The law focuses on maintaining The law focuses on maintaining 
confidentiality, respecting a patient’s 
rights to privacy, and protecting patient 
information. 

Click next to continue
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Course Title: HIPAA

Regulations/Standards: HIPAA 
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This course does not contain audio.



ObjectivesObjectives

Lehigh Valley Health Network 
is committed to protecting 
the health information of our the health information of our 
patients. 

As an LVHN employee, you should be 
familiar with the HIPAA requirements. It is q
the responsibility of all LVHN employees to 
protect our patients’ privacy and 
confidentiality and maintain network 
security.

Are you ready to test your 
Upon completion of this course, you 
should be able to:

• Describe three ways in which you can 
protect a patient’s PHI

Are you ready to test your 
knowledge?

To test your knowledge, you can click 
the “Demonstrate Knowledge” protect a patient s PHI

• Identify four examples of PHI

• Describe two measures you can take to 
enhance network security

g
button to move to the final test. 



Consent and PrivacyConsent and Privacy

All patients must sign the 
“Consent to Treatment” form

This form gives permission to the 
hospital and staff to use health 
information to care and treat the patient.

As a general rule, HIPAA does not 
require the patient’s consent to allow 
healthcare providers and plans to use 
health information for ordinary 
treatment purposes. Most people 
understand and expect that health 
information will be shared in order to 
provide treatment and care. 

HIPAA does not require the q
patient’s consent to allow 

healthcare providers and plans to 
use health information for ordinary 

treatment purposes.



Privacy RulePrivacy Rule

HIPAA restricts how health 
information can be used and 
disclosed.disclosed.

Healthcare providers must take reasonable 
measures to protect the privacy and 
security of patients’ health information. 
The Privacy Rule gives patients and y g p
personal representatives rights concerning 
their health information and outlines the 
requirements for the use and disclosure of 
protected health information (PHI).

LVHN is required to explain to patients 
how their protected health information is 
used and disclosed. The “Health 
Information Privacy Notice”, which is given 

Personal Representative:

A personal representative is a 
person who is able to inspect and 

to all patients, summarizes how protected 
health information is used and disclosed.

The Privacy Rule also requires that LVHN 
d ll ff d

p p
receive a copy of your Protected 
Health Information. Examples of 
personal representatives include a 
parent of a child, a person who has 
health care power of attorney for 

provide training to all staff on good 
privacy practices. This training fulfills that 
requirement.  

p y
you, etc.



Protected Health InformationProtected Health Information

Protected Health Information (PHI) -

PHI is any information that can be used to identify an individual or any 
information that can be used with other available information to identify an 
individual. Protected Health Information is information about a person’s health 
condition or care, including billing and payment information. This information 
may be in written format, may be electronic, or may be spoken. may be in written format, may be electronic, or may be spoken. 

Examples of PHI:

– Census sheet

– Billing information

– Medical records

– Mail identifying patient rooms

– Information in the computer – Information in the computer 
systems

– Conversations related to patient 
care and treatment

– Photographs– Photographs



Permitted DisclosurePermitted Disclosure



TreatmentTreatment



PaymentPayment



Healthcare OperationsHealthcare Operations



LawLaw



Disclosure to Family and FriendsDisclosure to Family and Friends

Health information is often 
shared with the patient’s 
family and friends involved in 

Examples:

• A pharmacist gives a prescription to a 
patient’s husbandfamily and friends involved in 

the patient’s healthcare. 

Before health information can be shared, 
the patient must have the chance to 

• Family members waiting outside the 
ER are told about a patient’s condition

• Parents are given information about 
their ill childp

object to the disclosure. If the patient is 
not present or is unconscious, the provider 
may make the disclosure if he or she 
believes that it is in the patient’s best 
interest. 

Information should be limited to what the 
family or friends need to know. 



AuthorizationAuthorization

PHI can’t be used for:
• Marketing

• Research

Authorization form:

• Research

– PHI can only be used for research if 
authorization is waived by an 
Institutional Review Board.

The authorization form must 
include:

A d i ti  f th  i f ti  t  b  

If you are unsure whether or not PHI 
can be disclosed, ask the patient to 

• A description of the information to be 
used or disclosed

• Who may use or disclose the 
protected health information

To whom the PHI may be disclosed
p

sign an authorization form. PHI 
can be used for treatment, payment, 
healthcare operations and when 
required by law. Any other use or 
disclosure of PHI requires a written 

• To whom the PHI may be disclosed

• The purpose of the use or disclosure

The authorization form must be signed 
authorization form.

g
and dated and it must expire on a 
specific date or event. The patient may 
decide to revoke authorization at any 
time.  



What Do You Think?What Do You Think?

A doctor shares health 
information with a nurse 
so she can provide care to 
the patient. 

Is this an acceptable use of 
protected health information?

Yes No



What Do You Think?What Do You Think?

A doctor shares health 
information with a nurse 
so she can provide care to 
the patient. 

Is this an acceptable use of 
protected health information?

Yes No Yes - Protected health 
information can be used 
to care and treat to care and treat 
patients. This is an 
acceptable use of PHI.

Continue



What Do You Think?What Do You Think?

A  nurse tells a nurse who 
works on another unit that 
her neighbor is in the 
hospital for surgery. 

Is this an acceptable use of 
protected health information?

Yes No



What Do You Think?What Do You Think?

A  nurse tells a nurse who 
works on another unit that 
her neighbor is in the 

Is this an acceptable use of 
protected health information?

hospital for surgery. 

Yes No No – This is not an 
acceptable use of the 
patient’s health patient’s health 
information. The other 
nurse is not part of the 
patient’s care.p

Continue



What Do You Think?What Do You Think?

A pharmacist gives a 
patient’s husband her 
prescription. 

Is this an acceptable use of 
protected health information?

Yes No



What Do You Think?What Do You Think?

A pharmacist gives a 
patient’s husband her 
prescription. 

Is this an acceptable use of 
protected health information?

Yes No Yes – This is acceptable. 
The pharmacist can give 
the patient’s husband the patient’s husband 
her prescription.

Continue



ConfidentialityConfidentiality

At LVHN every employee, 
member of the medical staff, 
volunteer, intern, student, volunteer, intern, student, 
contractor and vendor must 
sign a confidentiality 
statement.

This statement is signed upon 
employment and is then signed annually. 

To read more about LVHN’s 

You need to be aware of what this 
agreement says and what is expected of 
you. It is the policy of LVHN to protect 
confidential information. Unauthorized 
di l f fid i l i f i i

To read more about LVHN s 
confidentiality policy click here

As part of this training bundle you will be 
asked to read and electronically sign the 

A k l d t f C fid ti litdisclosure of confidential information is not 
allowed. By signing the acknowledgement 
of confidentiality statement, you are 
promising to protect patient information. 

Acknowledgement of Confidentiality.



Maintaining ConfidentialityMaintaining Confidentiality

Employees should NOT:

• Disclose  discuss or release patient • Disclose, discuss or release patient 
information to anyone at or outside 
work EXCEPT to carry out regular 
duties assigned. The fact that a 
patient is here at LVHN is confidential.

Sh   di l   t  • Share or disclose any computer 
systems username or password to 
anyone.

• Seek or use confidential information 
for personal gain or pass it on to any o pe so a ga o pass t o to a y
person outside LVHN, including family 
and friends, or even to other 
employees who do not need to know 
such information to carry out their 
duties. 

Sharing information 
inappropriately can result in 
suspension or termination!

• Remove confidential data from the 
facility.

You must take reasonable measures 
to protect health information of our 

patients. Do not share patient 
information with anyone outside of 

work regardless of the situation  Work work regardless of the situation. Work 
related activities should stay at work. 



Accessing InformationAccessing Information

Confidential information can only be 
accessed: 

• If it is required to perform your job

• If you are accessing your own Protected 
Health Information (PHI)

– If your own medical records contain 
sensitive information (such as 
behavioral health or mental health behavioral health or mental health 
issues) you must contact health 
information management to get 
physician approval before accessing 
your records.

You may NOT access information for 
other employees.

• If  you are accessing PHI of an 
immediate family member with their 
permission by having a signed HIPAA 
consent form on file

You may NOT print or transfer your 
own or your family member’s health 
information.



Violating the PolicyViolating the Policy

Disciplinary Actions:
• If you print, download, or transfer your own medical record out of y p , , y

the Network database, you will receive a final warning for the first 
offense.

– If the offense occurs again you will be fired.

• If you access an immediate family member’s record without a y y
signed Consent form on file, you will receive a warning for the first 
offense if the family member verifies you had permission to access 
the information. 

– If the offense occurs again you will be fired.

– If the family member states they did not give 
permission for you to access their medical record, you 
will be fired on the first offense. 

• If you access third party (non-immediate family, friends, 
neighbors  co-workers  etc ) health information without a job or neighbors, co-workers, etc.) health information without a job or 
treatment reason you will be fired.

Any offense may also result in loss of medical staff or Allied 
Health Professional PrivilegesHealth Professional Privileges.



Do Not AnnounceDo Not Announce

The Do Not Announce Policy refers to 
excluding information regarding a 
patient’s presence at LVHN from the public 
information patient directory, either by 

Click here to read the 
“Do Not Announce” 

Policyrequest of the patient or by their medical 
condition.

The patient’s presence will not be 

Policy

The Do Not Announce Policy can 
also be found in the 

acknowledged to the public, including family 
and friends. Mail, flowers and visitors will all 
be refused.

Administrative Policy Manual on 
the LVHN intranet

Do Not Announce is established during the 
admission process.  If the patient elects not to 
authorize the release of information, the “Do 
Not Announce” flag is denoted as a “Y” in the 
clinical census screen. A patient can request 
di ti ti  f th  “D  N t A ” discontinuation of the “Do Not Announce” 
status at any time.

It is important to determine whether the patient is a “Do Not Announce” p p
before releasing any information to the public or family and friends.



Security RuleSecurity Rule

Electronic information must 
be secure and confidential.

We use computers to store electronic 
patient records, billing information, 
operational data and other confidential 
LVHN information. 

All users must follow computer security 
measures to maintain the privacy of 
electronic information. 

The HIPAA Security Rule controls 
how we maintain the privacy of 

electronic healthcare information. 
Th  HIPAA S it  R l  t i  The HIPAA Security Rule contains 
rules for user accounts, computer 
passwords and network security.



User AccountsUser Accounts

Every person at LVHN has a 
unique user account.

User accounts help to secure information 
by ensuring that only certain people 
have access to our computer network. 
User accounts also enable us to track 
account activity. HIPAA requires tracking 
f h di l dof who sees medical data.

You are forbidden to share 
computer accounts with others. 

O l  d    i t  d Only under very rare circumstances and 
emergency situations is the sharing of 
user account information acceptable. 



PasswordsPasswords



Don’tDon’t



DoDo



Create a Strong PasswordCreate a Strong Password



Computer Security TipsComputer Security Tips

Do: Don’t:

• Change passwords frequently

• Lock your computer when you are away 

• Don’t write down passwords. If you 
must write down your passwords, make • Lock your computer when you are away 

from your desk. 

• Set a screensaver to automatically 
lock your computer after the 
computer has been inactive for a 

sure that they are stored in a secure 
location. Never leave the passwords in a 
location where others could easily see 
them or find them! Don’t store your 
passwords electronically either. If a 
h k dcertain length of time.

• Log off from your computer when you 
are done using it.

• Use different passwords for different 

hacker does get into your computer, 
then they will be able to find all of your 
passwords. 

• Don’t share passwords with others. 

D  t ll  th  t    applications. • Do not allow others to use your 
account.



Network SecurityNetwork Security

Lehigh Valley Health Network has put into 
practice computer network security 
measures to protect our computers from 
viruses, spyware and criminals. 

Security prevents users from accessing 
websites that frequently contain harmful 
software and content that is inappropriate 
for the workplace. 

Records are kept of all computer activity 
and alarms are triggered when bad 

LVHN computers are for work 
purposes only!

activity is detected. 

p p y
While logged into the network do 

not visit sites that are inappropriate 
for the workplace. This includes 

personal shopping websites. 



EmailEmail



SpamSpam



PhishingPhishing



Email Safety TipsEmail Safety Tips



Social MediaSocial Media

Social media is used to share professional 
opinions, insights, experiences and 
perspectives. Some popular examples 
include:

• Facebook

• Flickr

• Twitter

Along with the many benefits of these 
technologies also comes a greater 

• YouTube

need to use these tools responsibly, 
respectfully and safely.



Social Media BehaviorSocial Media Behavior

When you send messages 
electronically, you are being 
judged solely on your judged solely on your 
written word.

It is important to be very careful of the 
contents of the message you are 
sending  sending. 

• You must always protect patient 
privacy

• You are personally responsible for the 
content you publish

If your behavior or conduct is 
i i i h d d i content you publish

• Do not disclose LVHN confidential or 
proprietary information

• If you identify yourself as an LVHN 
employee  ensure your profile and 

inconsistent with LVHN standards, it 
reflects poorly on our Network and 

disciplinary action will be taken.

Cli k h   i  h  LVHN employee, ensure your profile and 
related content is consistent with 
expected PRIDE behaviors and the 
LVHN Code of Conduct

Click here to review the LVHN 
“Social Media Participation” policy



Termination OffensesTermination Offenses

Inappropriate use of LVHN’s 
computer network may result in 
termination.termination.

Employees CAN NOT:

• View pornographic websites

• Download or use computer 
hacking tools

• View patient records without 
authorization

f l i h d i f hIf an employee is caught doing any of these 
activities, he or she may be disciplined and/or 
terminated. Other inappropriate uses of LVHN 
computers may also result in employee 
termination. 



Ready to Test Your Knowledge?Ready to Test Your Knowledge?

You should now be able to:

• Describe three ways in which you can 
t t  ti t’  PHI

If you are ready to take the 
final test, click the test button 
below.

protect a patient’s PHI

• Identify four examples of PHI

• Describe two measures you can take to 
protect network security

You must earn a score of at 
least 80% to successfully 
complete the course.


